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GETTING STARTED

INTRODUCTION

There are 12 automated scanning tools available from HackerTarget.com;
each of these tools perform a variety of security tests and information
gathering functions. This guide will outline the process and detail the
purpose of the tools.

On-line Security REGISTRATION

Scans are an easy
and convenient All scans are available for Free and there is also a membership based
way to test public option that includes the ability to perform a higher number of scans each
Facing Internet day along with some other advanced capabilities.

hosts.
FREE USER PROCESS
1. First time scan users are sent an email confirmation link

2. Once confirmed all scans are available for Free
3. Upto 4 scans can be performed each day

MEMBERSHIP OPTION

1. Select membership option
2. Make payment with Paypal or Credit Card
3. Email is registered and all scans are available up to daily limit

L
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OVERVIEW OF SCAN OPTIONS

RECON TO VULNERABILITY DISCOVERY

Intelligence Collection

Collect information about organizations from open source resources,
the domain name system and Internet search engines. These scans
send only a limited amount of data to the target and can be hard to
detect.

Domain Profiler Scan
Hosting Server Info

Server / IP Address Analysis

Discover network details, firewall issues and security vulnerabilities
with these types of scans.

Nmap Port Scan
OpenVas Security Vulnerability Scan
SSL Security Check

Web Site Fingerprinting and Testing

Attackers commonly target the web site as it is often the most public
and vulnerable part of an organizations infrastructure.

Nikto Web Server Scan

SQL Injection Scan

WhatWeb Site Analysis

BlindElephant application version testing

Content Management Systems (CMS)

The three most popular CMS systems are the open source
WordPress, Joomla and Drupal. These external tests, give a quick
overview of the security status of the installation.

WordPress Security Scan
Joomla Security Scan

Drupal Security Scan

O HackerTarget.com
everyone is a tanget

See the detailed
scan page for more
information on
each scan type
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AUTOMATED SCANS DETAILED

DOMAIN PROFILER

With only a domain name (myexampledomain.com) this scan type will
attempt to discover other related systems and IP addresses, that you can
target with other security testing tools.

com Domain Profiler Report

m collects intelligance across tha Internat from numerous sources and databases and

collates a report containing technical information about a domain. This can be used as part of tha footprinting

Domain Profiler
scans are used tO Domain Report for: cisco.com
discover targets Sun Aug 7 215354 EDT 2011

" The domain cisco.com has NOT bean found on the dshield.org suspicious domain list
fO r 0 t h e r SCa n The following hosts were discovered

types

P Addreas P Black Qwnar Country
s o 18243321035 | CISCO SYSTEME NG g
Name Bervers P Addrss P Black Qwner Cauntry
et o com. 721535301 STEMS NG 15
ne2.c e com. E4102265.84 | CISCO SYSTEMS INC 15
MX Roconds W Address Cauntry
e
us
us
s
s
ue
e
500 SYSTENS MG s
Additional related Damains ® address ¥ Black Ownar Country
us
CHNOLOGES INC 15
LAYERED TECHNOLOGES ING us

A PDF report is created and delivered to the user. The report contains
details of sub-domains, IP addresses, virtual web hosts on IP addresses,
data from the Shodan security search engine and IP address reputation /

black list checks.
SCAN

SAMPLE
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This scan type can
also be used when
researching
malware spreading
web hosts.
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HOSTING SERVER INFO

This report checks an IP address for virtual web hosts that are sharing the
IP address. It then performs a reputation lookup on the websites sharing that
IP. Great for finding out the quality of your web host by discovering shared
sites hosting hosting Malware and Spam.

HackmTanzel oom Sanvar Hosling Inlo and Sharod Wen Sda Roputaton Report

AcknrTargel.com is 1ha workd lRader in oning i BETA Mielgenca SECunt
HacherTarged, com Hackn e o & The workd lesder 0 onling opan Sownn miclgencn and saounity
G gooocsments. Al scanning Dok are oning for easy ond corwankent Booss,

This rapori & based on an auomaied security scan pafomed by hackeriargel com

I wias generated on Maon Aug 8 DD:51:31 2011

Hosting Information for zero.webappsecurity.com

Tha kallowing deizks aboul e server and hosling prosvider hawe boan dscosered

Oommr rem webappascurily.com
15.216.12.02
rem-gle2issg.aualinhp.com
Hawiatl-Pachkard Company
HP-DIGIT AL-10TEE

HEWLETT-PACKARND COMPANY

A
Cauntry Unfled Salaa
Websites sharing your IP
Thass siles have baen lound on % Bs shanng tha sarens IP addess
B | B ks by End repuladon s ane lisen e Thay am o ndcalion askp and de ol guamnies (hal & sile o sl oF ursals
b for lull reputalon epced hom souce
bk Gasgh Sehs Dresss [ BEROT ReastsilanE

A PDF report is created and delivered to the user. The report contains
details of the IP address, including hosting, netblock owner and geolocation.
Additionally any web sites found to be sharing the IP are also listed with
reputation analysis.

This scan is non-intrusive, no packets are sent to the target host.

SCAN

SAMPLE
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Discover
interesting
services; find holes
in your firewall
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NMAP PORT SCAN

Nmap is the most popular and well known port scanning tool. It provides a
technical report that details open ports, closed ports and filtered ports.
Taking the time to look through results can reveal firewall problems, identify
internet services and determine operating system of the host.

This is a test run against the nmap test server (scanme.nmap.org)
** Thank you for using the HackerTarget.com Nmap Scanning Service **
HackerTarget.com Membership Status: Non-member

Starting Nmap 5.51 ( http://nmap.org ) at 2011-08-07 19:22 EDT
Nmap scan report for scanme.nmap.org (74.207.244.221)

Host is up (0.076s latency).

rDNS record for 74.207.244.221: 1i86-221.members.linode.com
Not shown: 996 closed ports

PORT STATE SERVICE VERSION

22/tcp  open ssh OpenSSH 5.3p1 Debian 3ubuntu? (protocol 2.0)
80/tcp  open http Apache httpd 2.2.14 ((Ubuntu))
9929/tcp open nping-echo Nping echo

31337/tcp open tcpwrapped

Service Info: OS: Linux

Service detection performed. Please report any incorrect results at

http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.99 seconds

SCAN PROJECT
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OPENVAS VULNERABILITY SCAN

The Open Vulnerability Assessment System (OpenVAS) is an application
consisting of several services and tools that offers a comprehensive
vulnerability scanning solution.

By providing this tool online HackerTarget.com makes this tool available to
those who may not have the knowledge, skills or time required to configure
the system.

'Q_Open\’ﬁsq There are two scan options, a default html report that is the raw output from
the OpenVas system and an advanced PDF report that has some additional
information and tests; along with the relevant vulnerabilities found in the

Find security OpenVas scan.
vulnerabilities
before the bad T —_
guys do with this
powerful scan t[ 'Y
] "
ﬁ..-::

A report is created and delivered to the users designated email address.
This scan can take some time to perform as it has a database of over 20000
security checks.

SCAN sS4 MPLE FPROJECT
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SSL SECURITY CHECK

Using advanced nmap ssl testing scripts and openssl, this scan reveals
important information regarding the SSL configuration on a web server.
Weak ciphers, SSL versions and certificate information are all revealed.

** Thank you Tor using the HackerTengai.omm S5L Check Senice ™
HackerTarget com Membership Status: Valid

Starting Nmap 5.51 [ bitp inemap, org ) at 2011-08-08 01:21 EDT

Nmap scan repodt Tor W ssllabs oom (173.203.79.216)

Host is up [0.026s latency).

PORT STATE SERVICE

A431ep open mips

| ssl-cart: Subject: commonMame=ganaw ssllabs comlorganizationMama=Parsona Mot

i walldaredicountryName=1s
PCI CO m p ll,a.n ce haS | Issuer: commonMame=5tartCom Class 1 Fomary Intermediate Sener
SpECl FIC CAforganizationMarme=Stan Com Lid fesuntryame=iL
. | Public Ky type: rsa
requirements | Public Key bits: 2048
H | Mot valid before: 2011-04-20 05:18:1R
regardlng SSL | Mot valid after:  2012-04-20 02:18:54
conﬁgura tion. | WD5:  00Le Ode 06c0 c02b MLdE 1824 4c03 7194

|_SHA-L: Zha? tclD 53he 4303 Oh2a LOTE 8443 50f1 352d cShd
| ssl-enum-ciphers:

| SSLv3

| Ciphers (8)

l TLS_DHE_RSA_WITH_3DES EDE_CBC_SHA
| TLS DHE R5A_WITH AES 12H CBC SHA
| TLS_DHE_RSA_WITH_AES 266 CBC_SHA
1 TLS_RSA WITH 3DES_EDE_CBC _SHA
l TLS_RSA_WITH_AES 128 CEC_SHA
| TLS_RSA_WITH_AES_266 CBC SHA
| TLS R5A WITH RC4 128 MDS
| TLS_R3A_WITH_RC4_123 SHA
| Compressors (1)
| uncompressed
| TL3v1O

| Ciphers (B)
| TLS_DHE_RSA_WITH_3DES _EDE_CBC_SHA
| TLS_DHE_RSA_WITH_AES_128_CBC_SHA

| TLS DHE RSA WITH AES 256 CBC SHA
| TLS_RSA_WITH_3DES_EDE_CBC _SHA

| TLS _RSA_WITH AES 178 CBC_SHA

| TLS RSA_WITH AES 256 CBC_SHA

| TLS_RSA_WITH_RC4 123 MD3

| TLS R5A WITH RC4 128 SHA

| Compressors (1)

L uncompeessed

Nmap done: 1 IP address (1 host up) scanned in 22.55 seconds

SCAN PROJECT
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Nikto is an old
school security
testing too that
still finds lots of
interesting things.
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NIKTO WEB SERVER SCAN

Nikto is a Web server scanner that tests Web servers for dangerous
files/CGls, outdated server software and other problems. It performs generic
and server type specific checks. It also captures and prints any cookies
received.

** Thank you for using the HackerTarget.com Nikto based Web Security Scan **
HackerTarget.com Membership Status: Valid

Your scan results are listed below. Please note that while Nikto is an excellent tool it can be prone to
false positives. Please check your results against your current web software to confirm vulnerabilities.

- Nikto v2.1.4

+ Target I1P: 15.216.12.12

+ Target Hostname:  Zero.webappsecurity.com
+ Target Port: 80

+ Start Time: 2011-08-02 00:58:19

+ Server: Microsoft-115/6.0

+ Retrieved x-powered-by header: ASP.NET

+ Root page / redirects to: banklogin.asp?serviceName=FreebankCaastAccess&
templateName=prod_sel.forte&source=Freebank&AD REFERRING_URL=http:/fwww Freebank.com
+ Retrieved x-aspnet-version header: 2.0.50727

+ Microsoft-11S/6.0 appears to be outdated (4.0 for NT 4, 5.0 for Win2k, current is at least 7.5)
+ Retrieved ms-author-via header: MS-FP/4.0

+ Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

+ Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

+ OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST

+ [CVS/Entries: CVS Entries file may contain directory listing information.

+ OSVDB-473: /_vti_pwilinkinfo.cnf: 115 file shows http links on and off site. Might show host trust
relationships and other machines on network.

+ OSVDB-3233: /postinfo.html: Microsoft FrontPage default file found.

+ OSVDB-3092: /sqinet.log: Oracle log file found.

+ OSVDB-3092: /dan_o.dat: This might be interesting...

+ OSVDB-3092: /README.TXT: This might be interesting...

+ OSVDB-3092: /freadme.txt: This might be interesting...

+ OSVDB-3092: /scriptsiweblog: This might be interesting...

+ OSVDB-3092: /stats/: This might be interesting...

+ OSVDB-3092: /Stats/: This might be interesting...

+ OSVDB-3092: /test.html: This might be interesting...

+ OSVDB-3092: /localstart.asp: This may be interesting...

+ OSVDB-3233: /adovbs.inc: Microsoft default file found.

+ flogin.asp: Admin login page/section found.

+ 5478 items checked: 0 error(s) and 21 item(s) reported on remote host

+ End Time: 2011-08-02 01:08:48 (629 seconds)

+ 1 host(s) tested

SCAN PROJECT

HACKERTARGET.COM LLC

Page 10


http://hackertarget.com/website-scan
http://cirt.net/nikto2/

AUTOMATED SECURITY SCANNING GUIDE HackerTarget.com

Enter a URL and
have it quickly
tested for SQL

Injection

Vulnerabilities
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SQL INJECTION TEST

SQL Injection is a devastating web application attack that can reveal entire
databases of information to an attacker, or even act as a stepping stone to
full server compromise.

Enter a URL with HTTP GET parameters such as this:

@i i._ | http://www.sample.site.example/cmsview.aspx?itemid=944 v|(_’.‘i |".'v Google Q| Q

See the handy introductory guide to sql injection on the HackerTarget.com
web page.

If the results from this test identify any SQL Injection vulnerabilities you will
need to upgrade your web site application or contact your developer.

[20:58:07] [INFO] testing PostgreS0QL = 8.1 AND time-based blind’

[20:58:07] [INFO] testing Microsaft SOL SenerSyhase time-based bind

[20:58:08] [INFO] testing ‘Oracle AND time-based bind

[20:58:09] [INFO] testing MySOL UNION query (NULL) - 1 to 10 columns'

[20058:16] [INFO] testing 'Generic UMION qeery (MULL) - 1 10 10 eolemns

[20:58:16] [WARMING] using unescapad version of the test becausa of zarm knowledge of the
back-end DEMS

[20:58: 24] (WARMING] GET parameter “srviceMarme’ is nol injectable

|20:5a:24] [INFO] testing it GET parameter templateMame’ 15 dynamic

[20058: 24] [WARMING] GET parametar Templatebame’ is o dynamic

[20:58: 25] [WARMNING] heuristic tast shows that GET parameter ‘templateama’ might not be
injectahe

[2‘-.'3! 58 ?5] [INFO] Imﬂiru‘] sl iIIjI:‘.I:IiI":Ilt on GET parmeler TermplaeManm’

[20:58: 25] [INFO] testng ‘AND boolean-based blind - WHERE or HAVING dause’

[20:58:27] [INFO] testing MySOL »= 5.0 AND eror-hased - WHERE or HAVING causs'
[20:58: 28] [INFO] testing PosigreSQL AND eror-based - WHERE or HAMING dausa’
[20:58:28] [INFO) testing Microsott SQL ServerSybase AND emor-tased - WHERE or HAVING
oAt

[20:58: 28] [INFO] testing Oracle AND error-based - WHERE or HAVING clause (XMLTyps)
[20:58:30] [INFO] testing MySQL > 5.0.11 stacked quenas’

[20:58:31] [INFO] lesting PosigreSQL = 8.1 slacked queries’

|20:58:31] [INFO] testing Microsott SOL ServerSybase stacked quenes’

[20:58:27] [INFO] testing MySQL > 5.0.11 AND time-hased Hind

[20:58:33] [INFO] testing PostgreS0QL = 8.1 AND time-based blind’

[20:58:34] [INFO] testing Microsott SQL ServerSyhase ime-bassd bind

[2‘{) 58 34] [I.‘UFO] Iw.::lirlu Oirache AND Ciree-Exased bind

[20:58:35] [INFO] testing MySOL UNION query (NULL) - 1 to 10 columns'

[20:58:43] [INFO] testing Genenic UMION queny (MULL) - 1 18 10 columns'

[20:58:43] [WARMING] using unescapad version of the test becausa of zaro knowledge of the
back-end DBMS

[20:58:5]1] (WARNING] GET parameler Templalehlame’ & nol injectae

[20:58:51] [INFO] testing if GET parameter ‘source’ is dynamac

[20058:51] [WARNING] GET parametar 'saurce’ 1S not dynamic

[20:58:51] [(WARMNING] heuristic 1esl shows that GET parameter “source” might not be injectable
[20:58:51] [INFO] testing sql injection on GET parameter ‘spurca’

SCAN PROJECT
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WHATWEB WEBSITE FINGERPRINT

WhatWeb discovers the details about web technologies and scripts in use
by a web site. It gathers this information from analyzing the raw html from
regular web requests.

I e T ] R —————
Drascrption: HTTP server header string
Sing ngine (Tnom Senver sirnog)

IP

Crascription: P address of the target, if available.
Sting  : 80.72.139.101

JJuery
Find techno[ogies Drescriphion; Javascripl libeany
. . Mohile AN eDsile
d nd scri p ts be In g Drescnption: This plugin detects websites designed for mobile dewces.
Used by your sing ¢ Apple Handheld
Favorite sites with PHE = —— -
. . . Dascription: PHP is a widaly-used genaral-purpose scripting language
this non-intrusive that |5 espacialiy sultad for Web development and can be
ambedded inle HTML. - homepage: hilp:twaes phip netd
Scan. Wersion - 5.3.3-T+squeezel
Tiie

Drescriprion: The HTML pige tite
string © Smashing Magazine (from page tite)

UncommaonHeaders
Descrigeion: Uncommon HTTP server headers. The iacklist includes an
the standard headers and many non standard but common ones.
Intereszing but Falrly commaon headers should have thelr own
plugins, eg. -povwered-by, sarver and x-aspnet-version.

String w-pinghack (rom haaders)

SCAN FROJECT

L
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BLINDELEPHANT VERSION TEST

Using a variety of techniques that test for known files in web application this
tool attempts to accurately determine the version of the application.

This is important when looking at security as old web applications are a
common attack vector and entry point.

To ensure security
patches and
updates are

applied always
keep your web
applications up to
date.

SCAN FROJECT
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WORDPRESS SECURITY SCAN

Wordpress is the leading open source CMS system. It runs on over 10% of
the top 1 Million sites. This makes it a popular target. Following some basic
systems management best practice will ensure your site does not get
hacked. Run a non-intrusive security scan to check for obvious problems.

Thie rigsei o Daseed on & auiem aied e uiity seanSerkmed by haebaslar g oo
s goneraed o Mo Aug S 00:18:59 2011

Mizre Inlor mation

. Wordpress Site Info
Wordpress is an

easy to use web e o S e
site content it i
m a na g e m e nt — ";I.":-un::smu url and palt
systems that is a i | S SETrrE
o e ]
popu:Iar Earget for 3 — - P——
ackers.
Domain Reputation Chack
Tha site hackartagetcom has bean checkied agans: web ranulaion sarvices
Al AL PEHIS TR
i T ———
ﬂ Wi b am] Bow s B b e 1Pl o Pl _

Delaull Login Page

F) Thes WercPrisss s rincadralin kagisy pag i Al e cef il iosation: hitpovhacker bing et cam b,

A PDF report is created and delivered to the user. The report contains
details of common WordPress vulnerabilities and application weaknesses.
See the sample report for full details.

SCAN SAMPLE

L
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Joomlais a
popular open
source CMS.

JOOMLA SECURITY SCAN

O HackerTarget.com
everyone is a tanget

Keeping Joomla installations secure is an ongoing process that involves
good systems management and keeping all plugins, extensions and core

components up to date.

HackarTangset com oo,

a Securily Repart

This repori & based on an aulomaied securty scan using passr

naminaled s,

It was generated on Maon Aug B 19:48:06 2011
Mone infommatan

Joomla Site Info

v data coleciion ahier cramling tha

www_jpamissg
umknown

W Advanced vermon lngapnntng Gn be

dane w

TeSt Secu I_i ty OF . . :ulcgh: W omcibwan a up ko daba
your installation —ry

now with this non-
intrusive scan.

dJoamial 1.5 - Opan Sewnce Canlant
Muenagamuant

Puge Tits doamial

Domain Reputation Check

Tha sile v joomin.org has bean ohecked agans! wab repulalion savces

Aul Sarvice Siv Chach Fwandl

£ | e )
: EeiE Tt )

A PDF report is created and delivered to the user. The report contains
details of sub-domains, IP addresses, virtual web hosts on IP addresses,
data from the Shodan security search engine and IP address reputation /

black list checks.

SCAN SAMPLE
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Drupal runs sites
ranging from
personal blogs to
corporate, political,
and government
sites including
whitehouse.gov
and data.gov.uk.

DRUPAL SECURITY SCAN

O HackerTarget.com
everyone is a tanget

Drupal installations are wide ranging and highly customized; this external
security overview will provide an idea of the security posture of the
installation and other information of note.

This rapo & bassd an an aslomated cocuily soan periomad using pascwvo dala cole ton rnm crawiing

T b s ite. || was geraraled cn Won Aug B 188841 21,

Wota nlormalon

Drupal Site Info

Sitw LRI
= Crapnd Yersiom
Eeeewtiniyed Lred § n Bl Wah Bervar
TR 4 4 ]
EW' X-Powsiad-By:
- Faga Tuk.

Domain Reputation Check

Thee sila drupalorg has Desn chacked agains] waeb reputalicn
st e

ﬂ DO B8N s ) BV FVE G L B3R

\',;__ 572 1 Sabstials 2000V Ml T a5 S

a Wy e 1 remisathean

black list checks.

SCAN

Earviles

drupslam

L)

¥ Bedgtitson al v on fncepnning can be
done wits bl ndebap hast

appche 2.2 (ConblE)
PHFEIIT
Drupal - Open Seunts CME | drugal.org
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A PDF report is created and delivered to the user. The report contains
details of sub-domains, IP addresses, virtual web hosts on IP addresses,
data from the Shodan security search engine and IP address reputation /
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http://www.shodanhq.com/
http://hackertarget.com/drupal-security-scan/
http://hackertarget.com/sample/drupal-security-scan-sample.pdf

AUTOMATED SECURITY SCANNING GUIDE O HackerTarget.com

everyone is a tanget

MANUAL SECURITY ASSESSMENT

Automated testing is an easy and convenient way to quickly gage
the security of your Internet facing systems and infrastructure. It is
not a comprehensive audit and is often prone to false positives e
and / or false negatives.

-

Manual Security Assessments involve a hybrid of automated and
manual testing techniques that provides a greater level of
assurance that your systems are secure.

HackerTarget.com has a comprehensive security assessment

offering that is in effect a simulated hacker attack against the

target system or organization. This assessment by its nature is much more aggressive than the
automated tests and provides a full report detailing any security holes found along with
recommendations for increasing the security of the system.

FOR MORE INFORMATION
AND A FREE QUOTE.

CLICK HERE...
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http://hackertarget.com/
http://hackertarget.com/assessment-request/

