
Drupal Security Report

HackerTarget.com

HackerTarget.com is the world leader in online open source intelligence and security

assessments. All scanning tools are on-line for easy and convenient access.

All HackerTarget.com Vulnerability Scan options are Free (limit of 4 / day)

Server / IP Web Sites Intelligence CMS

Nmap Port Scan WhatWeb Site Fingerprint DomainProfiler WordPress Scan

OpenVas Scan SQL Injection Test Fierce Domain Scan Joomla Scan

SSL Check Nikto Web Scan Hosting Server Info Drupal Scan

BlindElephant Scan

Professional Services

Security Scanning Membership additional scanning ($4.99 / month or $29.99 / year)

Manual Security Assessment professional assessment with full report (from $400 USD)

This report is autogenerated using various sources and scripts. No guarantee is made to the accuracy of the information found. 

See http://hackertarget.com for full Terms of Service.

Design and Layout is licensed under a 

Creative Commons Attribution 3.0 Unported License.
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This report is based on an automated security scan perfomed using passive data collection from crawling

the web site.

It was generated on Thu Jun 23 22:07:15 2011.

More Information

Drupal Site Info

Site URI: www.drupal.org

Drupal Version: Drupal Detected - Version Unknown

 The drupal version was not found. Advanced
version fingerprinting can be done with
blindelephant.

Web Server: Apache/2.2.3 (CentOS)

X-Powered-By: PHP/5.2.11

Page Title: Drupal - Open Source CMS | drupal.org

Domain Reputation Check

The site www.drupal.org has been checked against web reputation services

Ref Service Site Check Result
Google Safebrowsing finds this site as safe SAFE
Norton SafeWeb determines this site to be Safe SAFE
MyWot has rated the sites trustworthiness as Excellent 93
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Site Links and Scripts

Links and scripts to external sites and unknown javascript may indicate the presence of malware or malicious scripting.

Examine the results below, linking to sites of poor reputation or malware can result in blacklisting by google and other

search engines.

External Site Links

link
Google Safe
Browse 

MyWOT
Reputation 

http://api.drupal.org SAFE 94
http://api.drupal.org/ SAFE 94
http://buytaert.net SAFE 92
http://chicago2011.drupal.org/ SAFE 75
http://drupal.com/trademark SAFE 85
http://groups.drupal.org/groups SAFE 93
http://groups.drupal.org/jobs SAFE 93
http://london2011.drupal.org/ SAFE 78
http://www.examiner.com/ SAFE 90
http://www.whitehouse.gov SAFE 92
https://association.drupal.org/about SAFE 89
https://association.drupal.org/advertising SAFE 89
https://association.drupal.org/news SAFE 89

Javascript links and Scripts found

Internal Site Links

The full site has not been crawled, these are the links from the main index page

/
/about
/cases
/commitlog
/commitlog/commit/0a5385adb9103ee3bf4e44f30d381e79ed99fd95
/commitlog/commit/1257b7e7915c2aa1ab804fb845d924f19bca3227
/commitlog/commit/277cdb902210149333a8567ace1b21800e44396f
/commitlog/commit/4796f11a2ebc2ef9fd8bf1f51ada102e65fdde78
/commitlog/commit/4df1a3318e97c3e9ebad9be448e34f7dabbe17ab
/commitlog/commit/59c7f0e9698f52ce71e398815da784d0c85fbbf3
/commitlog/commit/682a0209b03e34b670d6d8e44196f353fc112fd9
/commitlog/commit/7403bfd14ed299cd45e1b3e0dbda2f7ed7d8a0a0
/commitlog/commit/86a86b72d21b1ec1c3016dc6b8aa910fd9d2a84a
/commitlog/commit/ad70c49e5c3db83d386e14852043f530f2cf4b6b
/commitlog/commit/de22ebe11b9e319bb15324c3cd6ba73908f79e42
/commitlog/commit/f886505c5b715b4e569847a5ccc140b6189324eb
/community
/community-initiatives/drupal-core/html5
/contributors-guide
/documentation
/documentation/build
/documentation/install
/download
/drupal-7.2
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/drupal-services
/druplicon
/forum
/front-page-schedule
/getting-involved
/handbook/updates
/home
/news
/node/1031796
/node/1060924
/node/1168762
/node/1175694
/node/1181286
/node/1187420
/node/1196440
/node/1197040
/node/1197130
/node/1197138
/node/1197244
/node/1197256
/node/1197294
/node/1197628
/node/1197684
/node/1197874
/node/1198016
/node/1198038
/node/1198108
/node/1198172
/node/1198202
/node/1198298
/node/1198406
/node/1198416
/node/1198438
/node/1198448
/node/1198456
/node/171194
/node/171205
/node/481718
/node/644662
/node/915102
/node/955312
/planet
/project/drupal
/project/drupal.org%20projects?filters=bs_project_sandbox%3A%5B%2A%20TO%20%2A%5D
/project/installation%2Bprofiles
/project/issues
/project/modules
/project/themes
/security
/start
/success-stories
/user/1037276
/user/1146726
/user/1163656
/user/1230370
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/user/1233826
/user/1360628
/user/1378026
/user/1378486
/user/1379458
/user/1384936
/user/1385410
/user/155601
/user/168664
/user/176893
/user/206069
/user/212855
/user/23570
/user/251223
/user/282446
/user/290809
/user/33240
/user/396253
/user/438598
/user/4420
/user/492012
/user/499748
/user/508206
/user/539502
/user/54136
/user/606740
/user/71291
/user/740
/user/750376
/user/798348
/user/992684
/user?destination=home
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Hosting Information for www.drupal.org

The following details about the server and hosting provider have been discovered.

Domain: www.drupal.org

IP: 140.211.166.6

Organization:
Oregon State System of Higher
Education

AS Name: NERONET

ISP:
OREGON STATE SYSTEM OF
HIGHER EDUCATION

City: Klamath Falls

Country: United States

Websites sharing your IP

These sites have been found to be sharing the servers IP address

link Google Safe Browse MyWOT Reputation 
api.drupal.org SAFE 94
association.drupal.org SAFE 89
chicago2011.drupal.org SAFE 75
colorado2010.camps.drupal.org SAFE 93
cph2010.drupal.org SAFE 86
dc2009.drupalcon.org SAFE 91
drupal.org SAFE 93
groups.drupal.org SAFE 93
localize.drupal.org SAFE 95
london2011.drupal.org SAFE 78
qa.drupal.org SAFE 81
security.drupal.org SAFE 93
sf2010.drupal.org SAFE 82
szeged2008.drupalcon.org SAFE 75
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Appendix A : Additional Resources

Drupal is a stable and powerful content management system. A few simple steps can increase the security of the platform

a great deal.

The Basics

* Back It Up - Be ready to lose it all at anytime. If you have an up to date backup restoring is much easier

* Keep Drupal System up to date

* Keep all Plugins and Modules up to date

* Beware of untrusted Themes and Modules

* Rename admin account to a non-generic name

* Use strong passwords ( a dictionary word with a number after it is not a strong password! )

* Keep your password safe! Do not re-use it on other sites.

* Ensure you have up to date AV on your Windows Machine. Malware collects passwords.

* The underlying server must be well managed and in a secure state

* VPS or Dedicated server? Set up server monitoring (http://www.ossec.net is a good start)

Advanced Security Testing

This report has been generated using automated scripts and tools, while it provides

a good overview of the general security of the site and any obvious problems, it is

far from a comprehensive security assessment.

HackerTarget.com has a comprehensive security assessment offering that is in

effect a simulated hacker attack against the target system. This assessment by its

nature is much more aggressive than the automated review you are looking at now,

and provides a full report with any security holes found along with recommendations

for increasing the security of the system.

Alternatively there is a collection of security tools available for free and online for testing at HackerTarget.com. 

Further Information

There are a thousand and one guides for drupal security tips. Some of the best information is from the source.

Secure Configuration from Drupal.org
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