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. HackerTarget.com ackerTarget.com is the world leader in online open source intelligence and security
eymmelssmet assessments. All scanning tools are on-line for easy and convenient access.

All HackerTarget.com Vulnerability Scan options are Free (limit of 4 / day)
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OpenVas Scan SQL Injection Test Fierce Domain Scan Joomla Scan
SSL Check Nikto Web Scan Hosting Server Info Drupal Scan
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Professional Services

Security Scanning Membership additional scanning ($7 / month or $49 / year)
Manual Security Assessment professional assessment with full report (from $400 USD)

[*] Thisreportis autogenerated using various sources and scripts. No guarantee is made to the accuracy of the information found.

See hitp://hackertarget.com for full Terms of Service.

Design and Layout is licensed under a

Creative Commons Attribution 3.0 Unported License.
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This report is based on an automated security scan perfomed using passive data collection from crawling
the web site. It was generated on Mon Aug 8 19:48:41 2011.
More Information

Drupal Site Info

Site URI: drupal.org/
Drupal Version: 6.22

+ Additional version fingerprinting can be
done with blindelephant.

Web Server: Apache/2.2.3 (CentOS)
X-Powered-By: PHP/5.2.17
Page Title: Drupal - Open Source CMS | drupal.org

Domain Reputation Check

The site drupal.org has been checked against web reputation services

Ref Service Site Check Result
::‘ Google Safebrowsing finds this site as safe

Norton SafeWeb determines this site to be Safe

ﬂ MyWot has rated the sites trustworthiness as Excellent
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Robots.txt found

The robots.txt is used to tell search engines to ignore parts of your site. It can also be used by attackers to find stuff you

may not want to be public and other interesting directories.

links

#

# robots.txt

#

# This file is to prevent the crawling and indexing of certain parts

# of your site by web crawlers and spiders run by sites like Yahoo!
# and Google. By telling these "robots" where not to go on your site,
# you save bandwidth and server resources.

#

# This file will be ignored unless it is at the root of your host:

# Used: http://example.com/robots.txt

# Ignored: http://example.com/site/robots.txt

#

# For more information about the robots.txt standard, see:

# http://www.robotstxt.org/wc/robots.html

#

# For syntax checking, see:

# http://www.sxw.org.uk/computing/robots/check.html

User-agent: *

Crawl-delay: 10

# Directories

Disallow: /includes/

Disallow: /misc/

Disallow: /modules/
Disallow: /profiles/

Disallow: /scripts/

Disallow: /themes/

# Files

Disallow: /CHANGELOG.ixt
Disallow: /cron.php

Disallow: /INSTALL.mysql.txt
Disallow: /INSTALL.pgsql.txt
Disallow: /install.php
Disallow: /INSTALL.txt
Disallow: /LICENSE.txt
Disallow: /MAINTAINERS.txt
Disallow: /update.php
Disallow: /JUPGRADE.txt
Disallow: /xmlrpc.php

# Paths (clean URLs)
Disallow: /admin/

Disallow: /comment/reply/
Disallow: /logout/

Disallow: /node/add/
Disallow: /search/

Disallow: /user/register/
Disallow: /user/password/
Disallow: /user/login/

# Paths (no clean URLs)
Disallow: /?q=admin/
Disallow: /?g=comment/reply/
Disallow: /?g=logout/
Disallow: /?q=node/add/
Disallow: /?q=search/
Disallow: /?g=user/password/
Disallow: /?g=user/register/
Disallow: /?g=user/login/
Disallow: /?q=search/

# Extras on drupal.org

# no access for table sorting paths or any paths that have parameters.

Disallow: /*?sort*
Disallow: /*&sort*

Disallow: /*?solrsort*
Disallow: /*&solrsort*

# no access to profiles that are often targeted by spammers.
Disallow: /profile/interest/*

Disallow: /profile/industries/*

Disallow: /profile/companies/*

# Disallow bogus aggregator pages
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Disallow: /aggregator/*

# Disallow project search
Disallow: /project/issues/search/*
Disallow: /project/issues/*/search

# Disallow book export
/book/export/*

# Disallow pift tests
/pift/retest/*

# Disallow project subscription
/project/issues/subscribe-mail/*
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Site Links and Scripts

Links and scripts to external sites and unknown javascript may indicate the presence of malware or malicious scripting.
Examine the results below, linking to sites of poor reputation or malware can result in blacklisting by google and other
search engines.

External Site Links

Links to the following external sites were found, reputation of the sites has been assessed.

link Google Safe Browse ] ~ MyWOT Reputation [
http://buytaert.net
http://drupal.com/trademark

http://www.examiner.com/

http://www.whitehouse.gov

Javascript links and Scripts found

Internally Linked Javascript

link
http://api.drupal.org/sites/default/files/js/js_9f6c66b312db9c728a1421b4545fe2e4.js
http://drupal.orgffiles/js/js_c6ec2eb706726059ca7909350b123f11.js
[files/js/js_2957b8bd18c885af6638145aabfc4446.js
[files/js/js_3d4fc289be23675adc0645b04ad8b4de.js
[files/js/js_7538cc49580e930027a2106b29a86fc3.js
[files/js/js_7b3789903f069cb565878a98b6a74e8d.js
/sites/default/files/js/js_a66dd05efa669cb9373d2375d18241be.js

Internal Site Links

The full site has not been crawled, these are the links from the main index page

links

/

/about

/about/accessibility

/cases

/commitlog
/commitlog/commit/10b4402f827f0e7ca6028b9bdb850c404c9f416f
/commitlog/commit/167b5216ba131a4f25d4d046cc23e0d12e655782
/commitlog/commit/180b6f1a071497c6efed868334c59bc7becdb38b
/commitlog/commit/6d78d2c4d77abb4d1759cfff61baecf2e52095a7
/commitlog/commit/bdc49af84a8e8f229047b571912bfac23429ad95
/commitlog/commit/cebc855a6982fac1161efcfb71e0565c001c56ab
/commitlog/commit/d28e694038492e344a2322dde7045cdc32117333
/commitlog/commit/df563079f076f8fcbd195a5d3d532793e8f9218a
/commitlog/commit/e8b4f7fc6d0731be3e1eaa307329d4bccb18a3e2
/commitlog/commit/f8d155b864906eae1elc5c232aec25782f601141
/commitlog/commit/fd69790bb3b8d3d2570f1d99e87d23488dd6d2ac
/community

/contributors-guide

/documentation

/documentation/build

/documentation/install

/download

/drupal-7.6

/drupal-services

/drupalcon

/druplicon

/forum

/getting-involved

/handbook/updates

/home
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/news

/node/1000200
/node/1158446
/node/1199204
/node/1207628
/node/1237254
/node/1240984
/node/1241216
/node/1241238
/node/1241296
/node/1241606
/node/1241870
/node/1242118
/node/1242128
/node/1242856
/node/1242874
/node/1243124
/node/1243130
/node/1243224
/node/1243228
/node/1243262
/node/1243278
/node/1243326

/node/241563

/node/298652

/node/319190

/node/319783

/node/768350

/node/844068

/node/915102

/node/955312

/node/972178

/node/999938

/planet

/project/drupal
/project/drupal.org%20projects ?filters=bs_project_sandbox%3A%5B%2A%20T0%20%2A%5D
/project/installation%2Bprofiles
/project/issues
/project/modules
/project/themes

/security

/start

/success-stories
/symantec-connect-social-business-software
/user/107403

/user/116002

/user/1247424

/user/1366090

/user/1400180

/user/1431204

/user/1447728

/user/1451194

/user/1467068

/user/153963

/user/22211

/user/264806

/user/300354

/user/309607

/user/362115

/user/407020

/user/419621

/user/4481

/user/485222

/user/514046

/user/52758

/user/565098

/user/568060

/user/57511

/user/606508

/user/82964

/user/97802

/user/99777
/user?destination=home
http://api.drupal.org
http://api.drupal.org/
http://chicago2011.drupal.org/
http://drupal.org/sites/all/modules/httpbl/donotremove.php
http://groups.drupal.org/groups
http://groups.drupal.org/jobs
http://london2011.drupal.org/
https://association.drupal.org/about
https://association.drupal.org/advertising
https://association.drupal.org/news
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Hosting Information for drupal.org

The following details about the server and hosting provider have been discovered.

Domain:

IP:

, Organization:
' . AS Name:

IP: 140.211.166.6

drupal.org
140.211.166.6

Oregon State System of
Higher Education

NERONET
OREGON STATE SYSTEM

ISP: OF HIGHER EDUCATION
City: Klamath Falls
Country: United States
Websites sharing your IP
These sites have been found to be sharing the servers IP address
link Google Safe Browse ] ~ MyWOT Reputation [#]

api.drupal.org
association.drupal.org
barcelona2007.drupalcon.org
boston2008.drupalcon.org
chicago2011.drupal.org
colorado2010.camps.drupal.org
cph2010.drupal.org
dc2009.drupalcon.org
drupal.org

drupalcon.org
groups.drupal.org
localize.drupal.org
london2011.drupal.org
security.drupal.org

szeged2008.drupalcon.org

Drupal Security Scan by HackerTarget.com LLC

~ ~

~
a

80of 9


http://www.google.com/safebrowsing/diagnostic?site=api.drupal.org
http://www.mywot.com/en/scorecard/api.drupal.org
http://www.google.com/safebrowsing/diagnostic?site=association.drupal.org
http://www.mywot.com/en/scorecard/association.drupal.org
http://www.google.com/safebrowsing/diagnostic?site=barcelona2007.drupalcon.org
http://www.mywot.com/en/scorecard/barcelona2007.drupalcon.org
http://www.google.com/safebrowsing/diagnostic?site=boston2008.drupalcon.org
http://www.mywot.com/en/scorecard/boston2008.drupalcon.org
http://www.google.com/safebrowsing/diagnostic?site=chicago2011.drupal.org
http://www.mywot.com/en/scorecard/chicago2011.drupal.org
http://www.google.com/safebrowsing/diagnostic?site=colorado2010.camps.drupal.org
http://www.mywot.com/en/scorecard/colorado2010.camps.drupal.org
http://www.google.com/safebrowsing/diagnostic?site=cph2010.drupal.org
http://www.mywot.com/en/scorecard/cph2010.drupal.org
http://www.google.com/safebrowsing/diagnostic?site=dc2009.drupalcon.org
http://www.mywot.com/en/scorecard/dc2009.drupalcon.org
http://www.google.com/safebrowsing/diagnostic?site=drupal.org
http://www.mywot.com/en/scorecard/drupal.org
http://www.google.com/safebrowsing/diagnostic?site=drupalcon.org
http://www.mywot.com/en/scorecard/drupalcon.org
http://www.google.com/safebrowsing/diagnostic?site=groups.drupal.org
http://www.mywot.com/en/scorecard/groups.drupal.org
http://www.google.com/safebrowsing/diagnostic?site=localize.drupal.org
http://www.mywot.com/en/scorecard/localize.drupal.org
http://www.google.com/safebrowsing/diagnostic?site=london2011.drupal.org
http://www.mywot.com/en/scorecard/london2011.drupal.org
http://www.google.com/safebrowsing/diagnostic?site=security.drupal.org
http://www.mywot.com/en/scorecard/security.drupal.org
http://www.google.com/safebrowsing/diagnostic?site=szeged2008.drupalcon.org
http://www.mywot.com/en/scorecard/szeged2008.drupalcon.org

HackerTarget.com Wordpress Security Report

Appendix A : Additional Resources

Drupal is a stable and powerful content management system. A few simple steps can increase the security of the platform
a great deal.

The Basics

* Back It Up - Be ready to lose it all at anytime. If you have an up to date backup restoring is much easier
* Keep Drupal System up to date

* Keep all Plugins and Modules up to date

* Beware of untrusted Themes and Modules

* Rename admin account to a non-generic name

* Use strong passwords ( a dictionary word with a number after it is not a strong password!)

* Keep your password safe! Do not re-use it on other sites.

* Ensure you have up to date AV on your Windows Machine. Malware collects passwords.

* The underlying server must be well managed and in a secure state

* VPS or Dedicated server? Set up server monitoring (http://www.ossec.net is a good start)

Advanced Security Testing

This report has been generated using automated scripts and tools, while it provides
a good overview of the general security of the site and any obvious problems, it is
far from a comprehensive security assessment.

HackerTarget.com has a comprehensive security assessment offering that is in
effect a simulated hacker attack against the target system. This assessment by its
nature is much more aggressive than the automated review you are looking at now,
and provides a full report with any security holes found along with recommendations

for increasing the security of the system.

Alternatively there is a collection of security tools available for free and online for testing at HackerTarget.com.

Further Information

There are a thousand and one guides for drupal security tips. Some of the best information is from the source.

Secure Configuration from Drupal.org
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